Sentry - Secure File Sharing & Cloud
Collaboration Program
Today’s Business World:
And the Devastating Consequence of Security Breach
The unauthorized employee use of online services and personal devices has become an unbearable problem for
IT, as well as a security concern for businesses. Consumer-grade applications such as free file sharing tools are
inherently insecure, performing transfers of files that are unencrypted. The rise of BYOD has furthered this
problem, being that IT loses visibility of confidential company data the moment it is accessed or shared through
a personal device.
50% of firms have blacklisted free file sharing tools. Yet the need
for collaboration remains. Employees expect to access their work
data from mobile devices, and businesses now have to consider a
truly secure, and scalable, team collaboration tool for their
company.
Implement a file sharing and cloud collaboration tool that allows
secure access across:
Androids
iPhone / iPad

Macs
PCs

55%

of

workplace file sharing
users do not tell their IT departments
about the apps they use.

Source: http://www.netsecurity.org/secworld.php?id=13060

Bolido Networks Sentry:
Implementing a secure file sharing and collaboration tool
Sentry offers a secure tool that can be accessed across all devices, while on-the-go, from anywhere in the world.
A solution that users love, while IT controls. This top-down tool provides access to secure file sharing from any
device, cloud sync from any desktop, and web access from any common browser.
Industries that naturally lean toward a secure tool will find that Sentry provides an essential file sharing and
collaboration solution, ideal for industries such as:
Finance
Education

Healthcare
Government
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Collaboration Features:
User access
Ease-of-use is essential in user adoption for any file sharing
and collaboration tool. Sentry features include:
Preview, edit files in the cloud
Sync to multiple desktop folders
Mobile application
Global web access
Send secure links
Eliminate large file sharing via
email
Upload unlimited versions

84% of Finance
departments
report using free file
sharing.
Source: http://www.netsecurity.org/secworld.php?id=13060

By making collaboration accessible to your entire organization, employees across departments – or around the
world – are able to reduce the time to communicate an idea and complete a project.

Administrative Features:
IT control
It’s your company. Control the file sharing and collaboration within it. Create and manage your company’s cloud
and give the IT department the ability to manage security consistently within the organization. Put IT managers
in control of your data:
Create administrative reports
Audit trail reporting
Device approval
Device management
SharePoint integration
Active directory & LDAP integration
Set company-wide retention policies
Outbound API call integration
Add plug-ins
View file and user statistics

66%

of

workers are using free file
sharing to send corporate
documents.
Source: http://www.netsecurity.org/secworld.php?id=13060

Empower IT to take control of who accesses a document or
folder, who can share, and who can edit each file. Control
access to the tools you use, permissions, and reporting.
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Data Security & Privacy in the Cloud
Encryption, Compliance, and more
The key to an acceptable file sharing and collaboration tool, is that the data is secure at all times. Your data will
be encrypted with a unique three-tiered encryption system, and stored in tier three and tier four data centers,
all of military grade security. Your data follows this process:
Locally encrypted at 256 bit AES
Encrypted in transit during upload
Encrypted at rest in the data center
This system enables you to become compliant with government regulations such as HIPAA, Safe Harbor, GLBA,
and Sarbanes-Oxley. A few features of the secure data centers include:
Onsite monitoring 24 hours/days, 7 days/week, 365 days/year
Physical security, including biometric identification mechanisms
Redundant cooling and fire suppression systems
The data you transfer with Sentry is kept private and kept safe at all times. Security breaches are prevented by
encryption and off-site storage, where nobody else can access your data: The ultimate must-have in data
security.
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